0 A
// The simplest entry point: no arguments, returns unit type ()
// Rust's runtime has already initialized safely before this runs

( );

. demonstration code follows

// Import the buffer_overflow module from our crate

O A

// Call functions using the module path

()

// A-- module A-- function







//! Buffer overflow prevention example
// "-- The ! makes this an INNER doc comment
// It documents the containing item (the whole file)

// Regular comments use just //
// Doc comments for items below them use ///

O A

Header with visual separator

( )

A-- \n adds newline

Section 1: Basic array safety

( );

()

Section 2: Heap-allocated string safety
( );
A-- leading newline separates from previous output

()
Section 3: Cross-language comparison
( )

B ()

. summary follows




// These functions return () - they exist for side effects
g OF 11 => ()
O 11 ->0
OF /1 => ()

// Each call is a contained experiment:

// - If bounds are violated, Rust panics safely
// - No memory corruption can occur

// - No undefined behavior possible

( );

// Unicode works without imports - Rust strings are UTF-8 by default

(
// A-- Unicode checkmark: U+2713




Project structure:

rust-memory-safety-examples/
— cargo.toml

F— src/

|  F— 1lib.rs <- Library root, exports modules
| L— buffer_overflow.rs <- Contains the actual demonstrations
L— examples/

L— buffer_overflow_prevention.rs <- THIS FILE (you are here)

pub mod buffer_overflow

examples/



// The complete file - notice what's ABSENT:
//! Buffer overflow prevention example

you DON'T see:

manual memory allocation

null checks

buffer size tracking

cleanup code

error-prone pointer arithmetic




// Simple, no error handling
> { } // Can use ? operator
// Explicit exit codes (Rust 1.61+)

# Run this specific example

# Run with release optimizations

# List all available examples




