// C code demonstrating the use-after-free vulnerability
// This is the pattern Rust's ownership system prevents

()«
( )); // Allocate heap memory

// Store a value
// Memory freed - ptr is now dangling
// DANGER: returning invalid pointer!

OF
, *); // USE-AFTER-FREE: undefined behavior
// Memory might still contain 42... or anything else
// Attacker could control what's now in that memory location







O A«
); // Box<i32>: heap-allocated integer
// Copy the i32 value (i32 implements Copy)

( ); // Explicitly free the heap memory

// This would NOT compile:
// println!("{}", *data); // Error: use of moved value ‘data’

); // Safe: value is independent copy

// Reference lives in outer scope

); // String lives in inner scope

// This would NOT compile:

// reference = Some(&_data);

// Error: "_data’ does not live long enough

// borrowed value does not live long enough

}

// _data is dropped here - its memory freed

// If the assignment above compiled, _reference would be dangling here




O A
1; // Vec<i32> with heap-allocated storage

// Immutable borrow of first element
// This would NOT compile while “reference’ exists:
// data.clear();
// Error: cannot borrow ‘data’ as mutable because it is also

// borrowed as immutable

( ; ); // Last use of “reference’
// Non-Lexical Lifetimes: borrow ends here, not at scope end

(); // Now mutation is allowed

( );

// Rc<Vec<i32>>: reference-counted
// Increments ref count, doesn't clone

// Ref count now 3

( , );
( , )i

// Memory freed only when ALL Rc handles are dropped
( ); // Ref count: 2
( ); // Ref count: 1
( ) // Ref count: @ - memory freed




// Borrows self immutably - object still usable after call
(& ) —> &[g] |
&
}

// Takes ownership of self - object consumed, cannot be used again

( ) -> < > {

// Moves data out of the struct

[ 2 =1)s
(); // Borrows obj

);

(); // Moves obj - takes ownership

// This would NOT compile:
// obj.get_data(); // Error: value used after move

( );




{
(& ) A
( ;

// Custom cleanup logic runs here

b
. id

// “res’ automatically dropped at scope end
// Drop::drop() called deterministically - not garbage collected

}

// Output:

// Resource created: 1
// Resource {} freed: 1




// "use of moved value"

(1)

// Error: a was moved to b

"does not live long enough"

=& ; } // Error: x dropped while r borrows it

"cannot borrow as mutable because also borrowed as immutable"
= [];
& [4];
(2); // Error: push needs &mut, but first holds &




