
Advanced Rust Programming: Ownership,

Borrowing, and Encapsulation

Introduction

Rust is often described as "a language empowering everyone to build reliable and efficient

software." While memory safety is frequently highlighted as Rust's primary feature, the language

offers much more sophisticated capabilities for building robust systems through its ownership

model, borrowing system, and encapsulation features.

This guide explores advanced Rust programming techniques, focusing on how Rust manages

problems beyond just memory safety, and how these features enable better software architecture.

What Problems Does Rust Tackle?

When Mozilla Research developed Rust, they identified key issues in complex codebases like

Firefox (21 million lines of code):

Action at Distance: Bugs that occur when you change something in one part of the code and it

breaks something elsewhere

Component Interaction Problems: Issues that arise not from individual functions, but from

how components interact with each other

Evolution-Related Bugs: Problems introduced when components evolve independently and

move against each other

Rust was explicitly designed to tackle these architectural challenges.

Rust's Core Architecture

Despite appearing complex, Rust fundamentally deals with two main constructs:

1. Data: Structures (things with multiple fields) and enums (alternatives)

2. Functions: The primary way programs work - everything in Rust is a function call





Rust is more functional than many realize: - No classes or inheritance - No automatic virtual

dispatch - Component communication happens through function calls

Ownership: The Foundation

Basic Ownership Rules

Every value in Rust has exactly one unique owner:

What Can You Own?

Ownership in Rust extends beyond simple data:

1. Plain data: Numbers, structures in memory

2. Heap allocations: Vectors, strings

3. Resources with lifecycle requirements: File handles, network connections

4. Privileges: Access rights to shared data structures

struct Point {

x: i32,

y: i32,

}

impl Drop for Point {

fn drop(&mut self) {

println!("Dropping Point({}, {})", self.x, self.y);

}

}

fn main() {

let point = Point { x: 1, y: 2 };

println!("{:?}", point);

// Point is automatically dropped here

}

use std::fs::File;

// Owning a file handle

let file = File::open("example.txt")?;

// When `file` goes out of scope, it's automatically closed



Resource Safety, Not Just Memory Safety

Rust's ownership system is fundamentally about resource safety. The File  type demonstrates

this:

This encapsulation is crucial - you cannot access the internal file descriptor, preventing

interference with lifecycle management.

Borrowing: Controlled Access

Immutable References

Key guarantee: Through an immutable reference, you cannot observe any mutations. The

guarantee is stronger than "you can't mutate" - it's "nobody can mutate while you're watching."

Mutable References

Mutable references are: - Unique: Only one can exist at a time - Exclusive: Cannot coexist with

immutable references - Inherently concurrency-safe: By definition thread-safe

// File has no close() method!

// The way to close it is to drop it

let file = File::open("data.txt")?;

// File is automatically closed when dropped

fn takes_borrow(point: &Point) {

println!("Point: ({}, {})", point.x, point.y);

}

let point = Point { x: 1, y: 2 };

takes_borrow(&point); // Borrow the point

// Point is still owned here

fn modify_point(point: &mut Point) {

point.x += 1;

point.y += 1;

}

let mut point = Point { x: 1, y: 2 };

modify_point(&mut point);



Borrow Checking

Rust uses region-based memory management to track borrows:

The compiler draws regions and ensures borrowing regions stay within ownership regions.

Ownership vs Borrowing: Architectural Implications

Function Design Patterns

Consider these three approaches to the same functionality:

Key insight: - Ownership = Decoupling: Caller gives up control, callee manages lifecycle -

Borrowing = Coupling: Caller makes promises about data lifetime

Architectural Guidance

Use ownership to pass data between components with clean separation

Use borrowing for short-term access within component boundaries

Fighting the borrow checker often indicates architectural issues

let data = Point { x: 1, y: 2 };

let reference = &data; // Borrow starts

println!("{:?}", reference);

drop(data); // ERROR: Can't drop while borrowed

println!("{:?}", reference); // Borrow ends

// 1. Takes ownership - decoupling

fn write_to_file_owned(file: File, data: String) {

// Caller gives up all control

}

// 2. Borrows file, owns data - mixed approach  

fn write_to_file_mixed(file: &File, data: String) {

// Caller keeps file, gives up data

}

// 3. Borrows everything - tight coupling

fn write_to_file_borrowed(file: &File, data: &str) {

// Caller retains all control

}



Interior Mutability: Controlled Mutation

Sometimes you need mutable access through immutable references. This is called interior

mutability:

How Mutex Works

The mutex demonstrates sophisticated encapsulation:

use std::sync::Mutex;

let counter = Mutex::new(0);

fn increment(mutex: &Mutex<i32>) {

let mut guard = mutex.lock().unwrap();

*guard += 1;

}

// Simplified mutex implementation

struct Mutex<T> {

data: UnsafeCell<T>,

// locking machinery

}

struct MutexGuard<'a, T> {

mutex: &'a Mutex<T>,

}

impl<T> Mutex<T> {

fn lock(&self) -> MutexGuard<T> {

// Acquire lock from OS

MutexGuard { mutex: self }

}

}

impl<'a, T> MutexGuard<'a, T> {

fn borrow_mut(&mut self) -> &mut T {

unsafe { &mut *self.mutex.data.get() }

}

}

impl<'a, T> Drop for MutexGuard<'a, T> {

fn drop(&mut self) {

// Unlock the mutex

}

}



The pattern: 1. Immutable access to the mutex itself 2. Locking produces a unique guard (token) 3.

Guard provides mutable access to inner data 4. Dropping guard automatically unlocks

Unsafe Rust: Managing the Unmanageable

When Unsafe is Necessary

Unsafe Rust isn't an escape hatch - it's a core language feature for situations the compiler cannot

verify:

Unsafe is About Encapsulation

The goal is to: 1. Isolate unsafe code to small, reviewable modules 2. Build safe interfaces around

unsafe operations 3. Document safety invariants clearly 4. Leverage existing, vetted unsafe

implementations when possible

Important: The number of lines of unsafe code doesn't matter - the complexity of the safety

argument does.

Key Design Principles

Questions to Ask When Designing Rust Code

1. What resources do I manage? (Beyond just memory)

2. What are their lifecycles?

3. How can I encode invariants in the type system?

4. What relationships exist between resources?

5. How can I encapsulate complexity?

impl<'a, T> MutexGuard<'a, T> {

fn borrow_mut(&mut self) -> &mut T {

unsafe {

// SAFETY: We hold the lock, so we have exclusive access

&mut *self.mutex.data.get()

}

}

}



6. If using unsafe, what's my safety argument?

Encapsulation Strategy

Hide internal management details

Provide safe interfaces

Use ownership to model resource lifecycles

Leverage the type system to prevent invalid states

Compartmentalize unsafe code

Conclusion

Rust's advanced features work together to enable reliable software architecture:

Ownership manages resource lifecycles automatically

Borrowing provides controlled access with compile-time verification

Interior mutability enables sophisticated concurrency patterns

Unsafe allows system-level programming within safe boundaries

Strong encapsulation hides complexity behind safe interfaces

The key insight is that these aren't just memory management features - they're tools for building

better software architecture that prevents bugs through design rather than testing.

Understanding these concepts deeply allows you to leverage Rust's full power for building reliable,

efficient systems that scale with complexity.


